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Benefits

» Create a secure business
environment for corporate information
on mobile devices

Secure access to corporate files from
personal computers, mobile devices
and even Web browsers

» Protect data in transit with an industry
leading secure remote access
solution

Empower users to easily access,
create, and edit business files
anytime, anywhere, from any device

Share documents securely with
employees, customers and business
partners

Our enterprise-grade security
management simplifies mobile
content management
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SECURE MOBILE CONTENT

INSIGHTS

Today we live in a world where we are always connected, from any device,
everywhere we go. We check our business email from our personal devices and stay
connected with our friends and family from our business devices. Today, all our
devices, from corporate issued laptops and mobile phones, to personal smartphones
and tablets combine both our business and personal needs.

Due to this shift, the data and applications on our mobile devices have become more
vulnerable than ever. Commonly occurring incidents like lost or stolen phones can
cause sensitive business data to be compromised. On the other hand, remote wipe of
devices by the IT departments can cause loss of valuable personal data.

Organizations are looking for a solution that strikes a balance between enabling an
increase in employee productivity and ensuring strong data security to support full
business continuity.

SECURE MOBILE CONTENT MANAGEMENT

The Check Point Capsule and Acronis Access Advanced integration creates an
industry-leading Mobile Content Management solution. Customers can use any device
to securely access corporate files and share content with other employees, customers
or partners. Corporate data is secure and separated from personal data in a secure
business environment. This protects mobile devices and content from threats and
extends the corporate security policy to roaming users.

Designed exclusively for enterprise organizations, Acronis Access Advanced and
Check Point Capsule transform mobile devices, including BYOD (Bring-Your-Own-
Device), into a natural extension of your business. Remote users have secure access
to corporate content on mobile devices boosting their productivity while on the road.
Your shared file repositories are transparently synchronized ensuring mobile users are
working on the latest content.

To add an additional layer of mobile device security and protection against advanced
mobile threats like APTs, malware or Man-In-The-Middle attacks, organizations can
deploy this along with Check Point Mobile Threat Protection to have full mobile device
and mobile data security.
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JOINT SOLUTION

Remote users access corporate file storage via the Acronis Access server by connecting securely to a Check Point Mobile Access
Gateway. Three client types are supported: unmanaged endpoints via a browser SSL VPN connection to the Mobile Access portal,
Windows and Mac OS X running a Check Point remote access VPN client and an Acronis client, mobile iOS and Android devices.

On iOS and Android devices the Acronis Access app is wrapped in the Check Point Capsule Workspace secure container. Access
to the app and to the documents in its storage is allowed by company policy. The transparent integration with Capsule Docs
ensures that documents are encrypted and accessible only to authorized personnel. There is a full audit trail of who accesses what
document and when. On personal computers, web browsers and mobile devices, corporate employees can interact with protected
documents in a native and transparent manner. Sharing of protected documents with third parties requires an initial authentication
of the third party. This allows a secure bi-directional exchange of documents with employees, customers and partners.
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ABOUT CHECK POINT ABOUT ACRONIS

Check Point Software Technologies Ltd. Acronis sets the standard for New Generation Data
(www.checkpoint.com) is the largest pure-play security Protection through its secure access, backup and disaster
vendor globally, provides industry-leading solutions, and recovery solutions. Powered by the AnyData Engine and set
protects customers from cyberattacks with an unmatched apart by its image technology, Acronis delivers easy,

catch rate of malware and other types of attacks. Check complete and safe file access and sharing as well as

Point offers a complete security architecture defending backups of all files, applications and OS across any
enterprises’ networks to mobile devices, in addition to the environment — virtual, physical, cloud and mobile. Founded
most comprehensive and intuitive security management. in 2002, Acronis protects the data of over 5 million

Check Point protects over 100,000 organizations of all sizes. consumers and 300,000 businesses in over 130 countries.
At Check Point, we secure the future. With its more than 100 patents, Acronis’ products have been

named best product of the year by Network Computing,
TechTarget and IT Professional and cover a range of
features, including migration, cloning and replication.
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